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Introduction 

Exploratory Research: 
Goals and Approach

From 2022-2023, the Greater Internet Freedom Project conducted 
research into the digital rights and digital security ecosystem with the 
aim of identifying the needs and concerns of practitioners working 
across the internet freedom landscape. 

In our approach we committed to listening to, learning from, and 
reflecting together with people who work directly in the field. 

We see research as a tool that we can use to help create positive 
futures. This study used both traditional and co-creation research 
methods to understand the issues at stake and imagine opportunities 
for tackling them.  

We hope that this report facilitates the following: 1) a deeper 
understanding of strategies that can help people thrive professionally, 
and 2) inspiration for new interventions to advance and sustain the 
work of individuals and organizations.  

Research process and methods

 Step 2: Frame the 
challenge  

Select one challenge 
among all the issues 
surfaced during inter-
views to respond to in 
the next phase. 

How: Thematic analysis 

Step 3: Envision 
interventions
 
Co-create actionable 
interventions aimed at 
addressing the selected 
challenge. 

How: Co-creation
workshop 
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A note on data analysis:  To select the challenge, we used principles of participant validation,¹ asking GIF 
advisory board members to assess our analysis of the interviews and the framing of the challenge.From there, 
we applied thematic analysis² to data from the co-creation workshop (anonymized notes from participant 
conversations and materials produced during workshop activities). The themes that emerged from the workshop 
analysis were compared to the interview analysis. We have included feedback and anonymized quotes from both 
workshop and interview participants in this report. 

 Who took part?

56 interviewees working in digital 
   rights and security across 7 regions  

20 co-creation workshop participants 

11 advisory board members 

–––  

[1] Lindheim, T. (2022). Participant Validation: A Strategy to Strengthen the Trustworthiness of Your Study and Address 
Ethical Concerns. In G. Espedal, B. J. Løvaas, S. Sirris & A. Wæraas (Eds.), Researching Values (pp. 225-239). Springer.

[2] Braun, V., & Clarke, V. (2012). Thematic analysis. In H. Cooper, P. M. Camic, D. L. Long, A. T. Panter, D. Rindskopf, 
& K. J. Sher (Eds.), APA handbook of research methods in psychology, Vol. 2. Research designs: Quantitative, qualitative, neuro-
psychological, and biological (pp. 57–71). American Psychological Association.

The selected challenge 

Continuous skill development and career growth for digital rights 
and digital security practitioners. 

This challenge stems from three key themes that emerged from interviews: 

7.3% MENA

24.4% Africa 

23.2%  Latin America

9.8% Central Asia

6.1% Eastern Europe

6.1% Balkans
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Key insights and generative discussion 
pulled from the research 

Capacity

In an ever-changing 
landscape, all roles 
call for continuous 
capacity building. 

Community

Practitioners 
recognize a need for 
expanded sharing of 
skills and knowledge 
within the global 
internet freedom 
community. 
 

Share your work
 
Publish articles, join panels, participate in conferences and workshops.

SHARED STRATEGIES

Current state 
Careers in Internet Freedom:
PART 1
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Careers in Internet Freedom
PART 1

SHARED CONCERNS

Trust-building challenges in digital security
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Imagined Futures  
PART 2
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Future 2  - Women Are Taking Over 
Cybersecurity  
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Future 4 - Global Cluster of Excellence In 
Digital Rights Established 

Future 3  - Unleashing Potential: 
Peer-to-Peer Learning & Community 
Empowerment  
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Recommendations  
We believe in the transformative power of research.  The implications of this study 
led to five core recommendations for advancing practitioners’ work and building a 
diverse, equitable, and inclusive internet freedom community.  (The actions here are 
not exhaustive, and we encourage you to share your ideas for expanded possibilities 
with us.) 

1. Advocate for a locally-led community  

The skills a practitioner needs vary depending on the peculiarities of a given context 
(e.g. legislation, technologies, social needs). Consequently, a universal approach 
to defining, teaching, and assessing the capacities of practitioners is inadequate 
for the global internet freedom community. Similarly, top-down approaches to 
defining priorities and setting project agendas may not address the actual needs 
of local communities. Empowering local actors–grassroots communities, partner 
organizations and civil society–to take an active role can make a real impact on the 
ground. 

Actions:  

•	 Embrace a co-creation mindset. Involve local organizations during the conceptu-
alization of the project; empower them to define the project agenda and priorities. 

•	 Create content targeted to specific countries or audiences. Examples: do research 
in those countries or communities that have not received much attention (e.g. re-
mote areas); adapt training materials in terms of language and contents; develop 
methodologies to work with people with special needs (e.g. older people).  

•	 Promote the creation of local professional networks. Such networks can better 
respond to the needs of individuals and organizations working in specific regions. 
Facilitate connection between local networks and global communities to promote 
mutual learning. 

•	 Rethink current models for funding allocation. Existing approaches often lead to 
local actors having limited access to financial resources.  

Call to Action  
PART 3

2. Provide financial aid to guarantee professional development 
FOR ALL 

Often the ability of practitioners to take advantage of learning and networking 
opportunities depends on the economic capacity of individuals and organizations. 
Inequitable access to crucial resources perpetuates existing Global North/South 
power dynamics. Providing broad economic support for professional development 
will build a more inclusive global community and ensure all beneficiaries receive 
high-quality support. 

Actions:
  
•	 Provide full funding, discounted rates, and scholarships that allow more people to 

access training courses, obtain certification, and attend conferences. 

3. Promote a culture of sharing that fosters community growth 

Building connections between organizations and individuals working on similar 
causes (at regional, national, and international levels) is an important aspect of 
supporting the work of practitioners and the community at large. By promoting a 
culture that shares skills and knowledge widely, we can expand opportunities for 
solidifying best practices within the field.   

Actions:
  
•	 Build networks devoted to sharing practices and skills among practitioners and 

organizations. 
•	 Establish exchange programs (such as mentorships and fellowships) that pro-

mote cross-fertilization of ideas and allow practitioners to temporarily work in 
another country and learn from other contexts and organizations. 

•	 Build facilitation capacities targeting peer learning and skills sharing (e.g. a net-
work of trained facilitators). 
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4. Support individuals and smaller organizations in building 
credentials and gaining legitimacy  

Building credibility is essential to everyone working in this ecosystem–especially 
digital security practitioners, who give advice that can protect or harm other 
people. Recommendations and existing relationships are often the primary way for 
practitioners to find job opportunities and for smaller organizations to access funding. 
This situation makes it hard for newcomers and smaller organizations to participate. 

Actions:  

•	 Develop certified courses for digital security practitioners. Evaluate factors influ-
encing attitudes toward certifications across the internet freedom community, 
ensuring that any new certifications do not perpetuate exclusionary practices.  

•	 Define mechanisms to assess the credentials of digital security practitioners with-
out sharing sensitive information. 

•	 Foster a network of champions (e.g. influencers in the field) who value and give 
visibility to the work of individuals and smaller organizations.

•	 Established organizations should take concrete actions to acknowledge contribu-
tions from local organizations and partners.  

 
5. Provide structural support as part of a long-term investment in 
people and organizations  

When a project ends, funding vanishes and the actions started during the project 
often cease, undermining any long-term impact. This affects the ability of local 
organizations to grow and build solid infrastructure and sustainable strategies. 
Partnerships and relationships built during projects–essential to the professional 
development of individuals and for establishing best practices–need to be sustained 
over time.  

Actions:  

•	 Provide multi-year grants that allow work to continue, both in terms of assessing 
impact and sustaining established networks. 

•	 When financing technological development, account for resources needed for 
maintenance and sustainability. 

•	 New initiatives should build on what is already available and/or developed in pre-
vious projects.  

 

We acknowledge that many perspectives have not yet been 
captured by this project, and that further research is needed 
to gain a deeper understanding of the issues faced by internet 
freedom practitioners.  

We are committed to empowering others to contribute to and 
improve upon this study. Here are three ways you can join us 
on this research journey: 

Share your ideas 

Do you have an idea for an initiative that supports 
practitioners’ career growth? Share it with us through 	
this form or drop us a line at GTP-GIF-Admin@internews.org.  

 
Replicate and improve upon this work 

We open our research blueprint to any actors willing to 
give continuity to this study. You can help produce new 
knowledge on this topic by hosting a co-creation workshop. 
Download the workshop kit and learn how to engage other 
internet freedom practitioners in reflecting on, advancing, 
and sustaining their work. We will be happy to feature your 
contributions on our channels.   

 
Help spread the word 

The materials produced throughout this project (report, 
activities, workshop kit) are designed to be dynamic research 
tools that can be used and adapted for different communities. 
Please share any and all elements to foster further 
engagement and reflection.

Be part 
of this 
journey! 

Materials

https://airtable.com/shrmVfV4pC7Ya9IKt
https://drive.google.com/file/d/1EuIaljIFCE0QsLNqBfIpnL8ye3TlbP0W/view?usp=drive_link
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The GIF project is a three-year, consortium-based global 
program that places regional and local organizations at the 
forefront of the fight to preserve an open, interoperable, 
reliable, and secure Internet—and, by extension, protects the 
citizens, civic actors, journalists, and human rights defenders 
who rely on it to realize fundamental freedoms. GIF is funded 
by USAID and implemented by Internews with the support of 
120+ organizations from 39 countries.  

This report is made possible by the generous support of 
the American people through the United States Agency for 
International Development (USAID). The contents are the 
responsibility of Internews and do not necessarily reflect the 
views of USAID or the United States Government.

 


